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Changes since -02

• Technical changes:
• Section 4.3: reorder the text to be clearer that the sender is allowed to 

reduce it's sending rate by a factor of ten when the congestion circuit 
breaker fires, to see if this resolves the problem, before it has to cease 
transmission.

• Section 4.2 and Section 4.3: add text about sessions with a large enough 
number of media streams that the receivers have to generate round-robin 
RTCP reception reports.

• Section 4.3: clarify what RTCP reporting interval is used to trigger the 
circuit breaker

• Add Section 7 on the Impact of RTCP Reporting Groups

• Various editorial fixes also made
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RTP Circuit Breaker Performance

• Does the RTP circuit breaker work?

• Some very early results to present 
• Measurements of streaming to residential hosts

• Testbed experiments
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Performance on Residential Links

• Captured RTP packet traces to residential users
• CBR traffic flows; range of bit rates (1–8.5Mbps); 1–10 minute duration

• Well-connected server; clients on standard home ADSL and cable modem 
links in the UK and Finland

• 3833 traces; ~230,000,000 packets

• Simulated RTCP matching the RTP packet traces

• Observed when circuit breaker triggers
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M. Ellis, C. S. Perkins, and D. P. Pezaros, “End-to-end and network- internal measurements of 
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Distribution of Traces by Loss Rate

5

 0
 200
 400
 600
 800

 1000
 1200
 1400
 1600
 1800

0<0.51 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18>18

N
u
m

b
er

 o
f 

O
cc

u
rr

en
ce

s

Loss Rate (%)

Triggered CB
Didn't Trigger CB

Figure 1: Distribution of traces by packet loss rate

Loss Pattern Triggered Did not trigger

Loss free 0.0% 100.0%
Non-bursty loss 0.0% 100.0%

Bursty loss 12.4% 87.6%

Table I: Sessions triggering circuit breaker by loss pattern

non-zero packet loss are seen to trigger the RTP circuit breaker
in some cases, irrespective of the loss rate. A total of 167 traces
out of 3833 trigger the circuit breaker. The circuit breaker tends
to be triggered in traces with higher packet loss rate, but this
is not uniform, and some low loss traces (including some with
loss rate < 0.5%) trigger the circuit breaker.

These results show that the overall packet loss rate in a
trace is an imperfect predictor of whether the RTP circuit
breaker will trigger. This is to be expected. The circuit breaker
algorithm triggers based on the packet loss rate in a small
number of consecutive RTCP reporting intervals. Reporting
intervals are short, only a few seconds duration, while the
traces are between one and 10 minutes in length. A burst of
loss could impact enough RTCP reporting intervals to trigger
the circuit breaker, yet be short enough to leave a low overall
packet loss rate on a long trace. The pattern of packet loss
events must be considered to determine if the circuit breaker
triggers, not just the overall packet loss rate.

C. Effects of Packet Loss Patterns

We categorise the traces into three categories: loss free; those
that have non-bursty packet loss; and those that exhibit bursty
loss using the definition of bursty loss from [9] (Figure 2 shows
representative samples of the non-bursty and bursty packet loss
patterns). The data comprises 1344 traces with bursty loss, 863
traces with non-bursty loss, and 1626 loss free.

Table I shows the fraction of sessions that triggered the
RTP circuit breaker for each of the three categories of packet
loss. As expected, the RTP circuit breaker did not trigger for
sessions that are loss free. The RTP circuit breaker also did
not trigger for any of the sessions that suffered non-bursty
packet loss. However, we note that the RTP circuit breaker
is triggered comparatively frequently in sessions that exhibit
bursty packet loss.

The residential links over which our traces were captured
are subject to three main loss processes: electrical noise on
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Figure 2: Sample bursty and non-bursty packet loss traces

the last mile link; congestion at the edge of the network; and
congestion in the core network. Congestion at the edge tends to
be bursty, since there is a low degree of statistical multiplexing,
and a likelihood that links are over-buffered and drop-tail.
Congestion within the core tends to occur on links with a high
degree of statistical multiplexing, so tends to affect many flows,
but only causes loss of a few packets from each, so it is less
visibly bursty. Loss due to noise also tends to be visible only
as isolated loss events, due to the use of error correction and
interleaving on the last mile link (especially on ADSL links).
We therefore suggest that sessions that trigger the RTP circuit
breaker are likely those that are congesting the last mile link,
causing bursts of packet loss.

D. Effects of Sending Data Rate

The percentage of sessions triggering the RTP circuit breaker
is broken down by link type and sending data rate in Table II.
We observe that the RTP circuit breaker rarely triggers at low
data rates (only occurring at 1Mbps sending rate on link adsl7,
and at 2Mbps only on links adsl7, cable1 and fincable0 (the
cable1 link has a 2Mbps capacity, so the loss there is likely
due to congestion since the sending rate is matches the link
capacity). Overall, only 2.4% of sessions with sending rate of
1Mbps or 2Mbps trigger the RTP circuit breaker.

The RTP circuit breaker triggers more frequently as the
sending data rate increases. The worst performance is link
fincable0 where 100% of flows trigger the RTP circuit breaker
when sending at 5Mbps, however the link capacity here is
5Mbps, so this is not unexpected. The other links are running
below capacity at the maximum sending rate, but still see the
RTP circuit breaker firing on occasion. We assume, but have
no way of knowing, that this is due to our test traffic sharing
the link with other traffic, causing transient congestion.

It is clear that there is a strong rate-dependent component
in the fraction of sessions triggering the circuit breaker: the
higher the sending data rate, the more likely it is that the

• Circuit breaker triggers in 167 traces out of 3833

• Overall packet loss rate a poor predictor of whether circuit breaker will trigger

5



Circuit Breaker Triggers by Loss Pattern

6

 0
 200
 400
 600
 800

 1000
 1200
 1400
 1600
 1800

0<0.51 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18>18

N
u
m

b
er

 o
f 

O
cc

u
rr

en
ce

s

Loss Rate (%)

Triggered CB
Didn't Trigger CB

Figure 1: Distribution of traces by packet loss rate

Loss Pattern Triggered Did not trigger

Loss free 0.0% 100.0%
Non-bursty loss 0.0% 100.0%

Bursty loss 12.4% 87.6%

Table I: Sessions triggering circuit breaker by loss pattern

non-zero packet loss are seen to trigger the RTP circuit breaker
in some cases, irrespective of the loss rate. A total of 167 traces
out of 3833 trigger the circuit breaker. The circuit breaker tends
to be triggered in traces with higher packet loss rate, but this
is not uniform, and some low loss traces (including some with
loss rate < 0.5%) trigger the circuit breaker.

These results show that the overall packet loss rate in a
trace is an imperfect predictor of whether the RTP circuit
breaker will trigger. This is to be expected. The circuit breaker
algorithm triggers based on the packet loss rate in a small
number of consecutive RTCP reporting intervals. Reporting
intervals are short, only a few seconds duration, while the
traces are between one and 10 minutes in length. A burst of
loss could impact enough RTCP reporting intervals to trigger
the circuit breaker, yet be short enough to leave a low overall
packet loss rate on a long trace. The pattern of packet loss
events must be considered to determine if the circuit breaker
triggers, not just the overall packet loss rate.

C. Effects of Packet Loss Patterns

We categorise the traces into three categories: loss free; those
that have non-bursty packet loss; and those that exhibit bursty
loss using the definition of bursty loss from [9] (Figure 2 shows
representative samples of the non-bursty and bursty packet loss
patterns). The data comprises 1344 traces with bursty loss, 863
traces with non-bursty loss, and 1626 loss free.

Table I shows the fraction of sessions that triggered the
RTP circuit breaker for each of the three categories of packet
loss. As expected, the RTP circuit breaker did not trigger for
sessions that are loss free. The RTP circuit breaker also did
not trigger for any of the sessions that suffered non-bursty
packet loss. However, we note that the RTP circuit breaker
is triggered comparatively frequently in sessions that exhibit
bursty packet loss.

The residential links over which our traces were captured
are subject to three main loss processes: electrical noise on
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Figure 2: Sample bursty and non-bursty packet loss traces

the last mile link; congestion at the edge of the network; and
congestion in the core network. Congestion at the edge tends to
be bursty, since there is a low degree of statistical multiplexing,
and a likelihood that links are over-buffered and drop-tail.
Congestion within the core tends to occur on links with a high
degree of statistical multiplexing, so tends to affect many flows,
but only causes loss of a few packets from each, so it is less
visibly bursty. Loss due to noise also tends to be visible only
as isolated loss events, due to the use of error correction and
interleaving on the last mile link (especially on ADSL links).
We therefore suggest that sessions that trigger the RTP circuit
breaker are likely those that are congesting the last mile link,
causing bursts of packet loss.

D. Effects of Sending Data Rate

The percentage of sessions triggering the RTP circuit breaker
is broken down by link type and sending data rate in Table II.
We observe that the RTP circuit breaker rarely triggers at low
data rates (only occurring at 1Mbps sending rate on link adsl7,
and at 2Mbps only on links adsl7, cable1 and fincable0 (the
cable1 link has a 2Mbps capacity, so the loss there is likely
due to congestion since the sending rate is matches the link
capacity). Overall, only 2.4% of sessions with sending rate of
1Mbps or 2Mbps trigger the RTP circuit breaker.

The RTP circuit breaker triggers more frequently as the
sending data rate increases. The worst performance is link
fincable0 where 100% of flows trigger the RTP circuit breaker
when sending at 5Mbps, however the link capacity here is
5Mbps, so this is not unexpected. The other links are running
below capacity at the maximum sending rate, but still see the
RTP circuit breaker firing on occasion. We assume, but have
no way of knowing, that this is due to our test traffic sharing
the link with other traffic, causing transient congestion.

It is clear that there is a strong rate-dependent component
in the fraction of sessions triggering the circuit breaker: the
higher the sending data rate, the more likely it is that the

• Categorised packet traces according 
to RFC 3611 burst loss metric
• 42% traces are loss free

• 23% traces have non-bursty loss

• 35% traces have bursty loss

• All packet traces triggering the RTP 
circuit breaker have bursty loss

• Example circuit breaker trigger:
• 10 second period with 4% packet loss

• 2 standard RTCP intervals; many reports if 
using reduced minimum interval

“A burst is a period during which a high proportion of packets are either lost 
or discarded due to late arrival.  A burst is defined, in terms of a value Gmin, 
as the longest sequence that (a) starts with a lost or discarded packet, (b) 
does not contain any occurrences of Gmin or more consecutively received 
(and not discarded) packets, and (c) ends with a lost or discarded packet.” – 
where the recommended value of Gmin = 16

 145000  146000  147000  148000  149000  150000

Packet Number

adsl1 4.0Mbps (0.6% loss overall)
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Circuit Breaker Triggers by Sending Rate

• Likelihood of triggering circuit breaker 
increases with sending rate

• Most likely to trigger circuit breaker 
when sending rate is close to edge 
link capacity

• Analysis and further tests ongoing, 
but results are consistent with circuit 
breaker triggering due to congestion
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Fraction of traces triggering circuit breaker
(bars show negotiated rate of edge link)

Sending Data Rate (Mbps)

Link 1.0 2.0 4.0 5.0 6.0 8.5

adsl1 0% 0% 12% - 37% -
adsl2 0% 0% - - - -
adsl3 0% 0% - - - -
adsl4 0% 0% 0% 6% 0% -
adsl5 0% 0% 0% 7% 38% -
adsl6 0% 0% 22% 0% 48% -
adsl7 2% 9% - 29% - -

cable1 0% 17% - - - -
cable2 0% 0% 0% 6% 4% 17%
cable3 0% 0% - 14% - -
cable4 0% 0% - 2% - -
cable5 0% 0% - 2% - -

finadsl0 0% 0% - 4% - -
fincable0 0% 6% - 100% - -

Table II: Fraction of sessions at each sending rate triggering
the RTP circuit breaker (link names match [8]; finadsl0 and
fincable0 sessions are captured in Finland, others are UK ISPs).

circuit breaker is triggered. This supports the hypothesis that
the non-congestion controlled RTP flows used as test traffic
are overloading edge links, causing packet loss at high rates.

E. Summary

Our measurements of the RTP circuit breaker performance
with streaming traffic to residential links suggest that the
algorithm performs as desired. The RTP circuit breaker tends
to trigger when sending at rates close to the link capacity, and
when bursty loss is present.

IV. PERFORMANCE WITH INTERACTIVE VIDEO

In this section, we discuss the performance of the circuit
breaker for interactive multimedia sessions. This is a common
deployment scenario for WebRTC, a video call between two
participants. Our video call application is built on the open-
source libraries gstreamer (http://gstreamer.freedesktop.org/)
and x264 (http://www.videolan.org/developers/x264.html) and
uses the “Akiyo” video sequence in VGA frame size, 15 frames-
per-second, and 1Mbps target media rate. The RTP and RTCP
packets at each endpoint are multiplexed on the same UDP
port [10].

A. Experimental Methodology

Figure 3 shows the evaluation set-up for interactive video.
The bottleneck links carry one or more RTP media flows with
varying amounts of TCP cross traffic. The traffic flows are
connected to the edge routers (Router X and Y) over a high
capacity and low-delay link. We introduce impairments to the
bottleneck links and analyse the performance of the circuit
breaker. We use dummynet [11] to emulate the variation in
link capacity, latency, intermediate router queue length, and
use the Gilbert-Elliott Model to model packet loss.

We evaluate the performance of the circuit breakers in the
following scenarios: single RTP flow on a bottleneck link;
multiple RTP flows on a bottleneck link; and single RTP
flow competing with multiple TCP flows. Performance is
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Figure 3: Circuit breaker Evaluation setup. RTP and TCP traffic
flows in both directions through the bottleneck. Depending on
the evaluation scenario, there may be TCP cross-traffic along
with one or more RTP flows.

tested by introducing impairments on the bottleneck links, then
measuring the fraction of sessions that triggered the circuit
breaker (Tr%), and the time it takes to trigger the circuit
breaker (tCB) after the impairment is introduced. The former
is a measure of the effectiveness of the RTP circuit breaker
at detecting particular impairments, the latter a measure of
the responsiveness of the RTP circuit breaker. The results are
averaged and we calculate the 95% confidence interval. In the
scenarios when the circuit breaker is triggered, we calculate
the average tCB using the call duration for only those calls that
triggered the circuit breaker. A test is considered to not trigger
the circuit breaker if the session is not halted within 100s of
introducing the impairment. In 100s each endpoint sends about
20 RTCP reports (the average RTCP reporting interval is 5s
for unicast media session), and this allows sufficient amount
of time and measurements for the circuit breaker to trigger.
To derive statistical significance, each scenario is run multiple
times; in total we ran 3000 tests.

B. Effects of Varying Bottleneck Link Characteristics

In this scenario, a single bi-directional RTP stream flows
through the bottleneck links. In each test run, we vary only
one network characteristic and observe if the change triggers
the RTP circuit breaker. We chose a subset of the cases to
intentionally trigger the RTP circuit breakers, for example
adjusting the bottleneck rate to be lower than the media rate,
or simulating a link with high packet loss rate. This is done to
test the responsiveness of the RTP circuit breaker. Specifically,
during an ongoing call, at time 20s, we change one of the
following: bottleneck link latency, link loss rate, router queue
length, or bottleneck throughput. We then observe the RTP
streams for the next 100s to determine if, and how quickly,
the RTP circuit breaker is triggered.

We begin by changing the bottleneck link latency during
a call. At time 20s the one-way delay is changed to one of
the following: 10ms, 50ms, 100ms, 200ms. The router queue
length is set to default 50 packets, and the bottleneck capacity
(1.1Mbps) is sufficient to carry the single media flow. We
observe that these changes do not trigger the RTP circuit
breaker, and all the sessions run for the full 100s after the
impairment is applied. This is shown in Figure 4(a).

We next introduce packet loss at routers X and Y in the
testbed (Figure 3). We observe that increasing the packet
loss rate increases the likelihood of triggering the RTP
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Effects of Circuit Breaker Parameters

• Use Padhye TCP model instead of Mathis model: 
number of low-loss rate bursty traces triggering 
circuit breaker doubles

• Trigger after 3 reporting intervals: slight reduction in 
number of traces triggering circuit breaker

8
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Testbed Experiments
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• Gstreamer for video calls
• 1 Mbps

• “akiyo” and “foreman” sequences

• TCP simulated by iperf

• Dummynet for varying link characteristics

• Gilbert-Elliot model for packet loss
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Impact of Losses
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Experimenting with Buffer Bloat

11

• QueueSizepackets = (QueueSizesec * Throughputbps)/(MTU * 8)

• Droptail queues

• Buffer bloat (bb): 5sec

• Short queue (sq): 100ms

• Short TCP flows: are modelled as a sequence of web page downloads 
interleaved with idle periods (on-off traffic). 

• The sizes of the web pages are obtained from a 

• uniform distribution between 100kB and 1.5MB. 

• Lengths of the idle periods are drawn from an exponential distribution with 
the mean value of 10 seconds. 

• Long TCP flows: have infinite data to send and run for the duration of the 
experiment
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Results: Buffer Bloat
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Buffer bloated queue fills up the queue. Bursty losses are 
detected at the endpoints which triggers the circuit breaker.
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Results: Streaming AWS–Helsinki
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5 RTP flows and 40 TCP flows sent between AWS (Ireland) and Helsinki
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Conclusion

• Initial analysis shows circuit breaker behaving 
roughly as desired – more experiments needed

• Might consider if number of RTCP intervals needed 
to trigger circuit breaker should scale inversely with 
reporting interval, to give a constant time to trigger
• High loss rates for relatively short time periods can trigger circuit breaker 

now – maybe not desirable?
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